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Reducing per-packet software overhead may be accomplished by designing “smart” controllers
that are better tuned to the needs of higher-level protocols. Sources of overhead include packet
completion interrupt handling, Pup encapsulation and decapsulation, collection of packets from and
delivery to the correct processes, and higher-level protocol overhead such as sequencing, generation
and processing of acknowledgments, and so on. Some of these tasks could be taken over by Alto
microcode or (in other designs) by a dedicated front-end microcomputer. -

The danger in this approach is that higher-level protocol functions may become inappropriately
embedded in the controller, thereby blurring the levels of protocol and reducing the flexibility
available to the end communicating processes. To avoid this, one should attempt to provide such
functions in the form of operations accessible from software as opposed to ones permanently
interposed between the network and the end processes. (This observation applies equally well to
-other operations traditionally thought of as being functions of a communications interface—for
example, encryption [Needham & Schroeder, 1978].)

5.2 Reliability

One of the major design goals of the Ethernet system was that it be extremely reliable, in the
sense that the shared communications channel should be immune from -catastrophic failure.
Failures that affect an individual host or that cause isolated packets to be lost or damaged are of
secondary importance. This goal (among others) led to the passive bus structure in which most of
the components—in particular, all the active ones—are associated with the host computers rather
than being part of the channel itself, thereby reducing the likelihood that a single malfunction will
cause total failure of the network.

This approach has been very successful in practice. Failures of an entire Ethernet system are
quite rare; for example, the heavily-populated network described previously (120 hosts) suffers
outages only a few times per year, and only for a few minutes at a time while the problem is
located and corrected. Failures that affect individual hosts or that increase the packet error rate are,
of course, more frequent. It is worth highlighting some of the most common malfunctions.

Total failures. The usual causes of catastrophic failure are incorrectly installed taps, shorted or
malfunctioning transceivers, and broken controllers that transmit data indefinitely.

A bad tap or shorted transceiver is potentially the most troublesome problem to deal with,
since locating and correcting it might require inspecting long stretches of the coaxial cable. (This
concern has motivated network structures such as the “star-shaped ring”, which features centralized
fault isolation [Saltzer & Pogran, 1979].) In practice, however, such failures are almost invariably
associated with physical activity such as installing a new tap or transceiver, and are noticed and
corrected immediately.

The most serious failure that has been encountered to date occurred when lightning struck near
a pair of buildings that had an Ethernet cable strung underground between them. The input
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transistors in a dozen or so transceivers became fused. Finding all the shorted transceivers took
. several hours. Partitioning the network made it apparent that there were problems in all sections.
A time domain reflectometer (TDR) was helpful in locating the damaged transceivers among the
100 or so units connected to that network. ‘

The likely cause of failure was a shift in ground potentials between the two buildings, which
was coupled into the cable shield through several tap blocks that were found to be resting against
grounded cable trays. The voltage drop along the length of the shield was not matched by a
corresponding drop along the center conductor, and consequently half of the voltage present
between the building grounds was also przsent between the center conductor and shield of the coax
cable. This voltage damaged the input transistors in the transceivers. An improved design would
include insulated tap blocks and connector housings as well as current-limiting resistors in the
transceiver input circuits.

Occasionally a controller malfunctions in such a way as to transmit continuous, correctly phase-
encoded data. (As explained earlier, the transceiver prevents the controller from simply jamming
the channel “on”.) Failures can also be caused by malfunctioning software; for example, a program
that repeatedly transmits broadcast packets can have a devastating effect on the performance of
every host on the network.

Uncontrolled pollution of this nature can be prevented by introduction of a watchdog timer
that electrically disconnects the transceiver from the bus unless periodically reset by the software.
Such a scheme has been used in the Queen Mary College ENET and CNET in a manner that also
verifies the proper functioning of the controller and low-level software [West & Davison, 1978].

Isolated failures. The frequency of packets lost due to interface-detected errors (incorrect CRC or
termination at other than a word boundary) is about one in 6000 when averaged over many
machines. This is so small as to have negligible effect on overall performance. Furthermore, an
overwhelming majority of these errors are attributable to defects in the Alto Ethernet interface
rather than to corruption on the wire. A redesigned interface, which features digital rather than
analog phase decoding, has reduc-d the frequency of damaged packets to less than one in 2 million
[Shech & Hupp, 1979].

The electrical signalling used on the cable is such that the sync bit of a packet barely passes the
DC receiver threshold after traversing one kilometer of cable, due to the stretching of pulse rise-
times [Wigington & Nahman, 1957]. The average DC level is achieved only after several bit times.
This results in occasional failure of a receiver to acquire correct bit phase. A worthwhile
modification to the signalling protocol would be to precede each packet’s sync bit with a fairly long
preamble. This would permit higher spced operation while still using a DC receiver threshold. It
would also permit phase decoding by means of a phasc locked loop, which requires more than one
bit time to lock onto the signal.

Higher-level protocols are resilient enough to mask rather gross hardware failures. For
example, in a few instances a host’s carrier sense circuit has failed, causing its transmitter not to
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defer to an ongoing transmission but rather to collide with it. These and similar failures have
negligible effects on end-to-end communication—even in the machines that have failed—and are
detected only by careful network monitoring and measurement.

In the same vein, a host with a marginal transceiver or controller is. sometimes unable to
communicate with a particular set of other hosts but has no difficulty communicating with the rest.
This is due primarily to variations in analog components.

Detecting this type of failure requires attempting communication between all n2 pairs of hosts
in the network. This may be done by a distributed diagnostic program, called a “worm”, which
runs in several Altos at a time and determines whether they can communicate with each other.
Each instance of the program periodically finds another idle Alto, bootstrap-loads that Alto with a
copy of itself, and destroys itself. As the worm crawls around the network, it reports its findings to
a server which maintains a record of the ‘network’s logical connectivity.

6. Conclusion

The Ethernet system design has been successful in the role intended for it: a high-performance
local transport mechanism for an internetwork architecture. The simplicity of the basic design,
combined with careful engineering of the critical components, has resulted in great flexibility and
high reliability. We have attempted to highlight the important positive and negative features of the
prototype implementation and to assess their impact on an operational local network.
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