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systems which have 8-bit internal addresses, and that is why the host number in the internet address
is 8 bits long. Hence, even though the Pup Protocols use network-specific host numbers, when
packets are transmitted through non-Experimental Ethernets a translation table is needed just as for
absolute host numbers. For example, when Pup internet packets traverse the Bay Area Packet Radio
Network, the 8-bit host number of the internet routers must be translated into the 16-bit ID used
within the radio network [Shoch79].

Here is another way to look at internet addresses: whether the host number is absolute or network-
specific, if it does not encode the communication network’s internal addresses, then it may be
necessary to translate from the internet host number to the communication network’s internal
address whenever the packet is to be transmitted over the network.

4. Multicast

In addition to identifying a single host, our absolute host numbering scheme provides several
enhanced addressing modes. Multicast addressing is a mechanism by which packets may be targeted
for more than one destination. This kind of service is particularly valuable in certain kinds of
distributed applications, such as the access and update of distributed data bases, teleconferencing,
and the distributed algorithms which are used to manage the network (and the internetwork).
Multicast is supported by allowing the destination host numbers to specify either a physical or
"logical" host number. A logical host number is called a multicast 1D and identifies a group of
hosts. Since the space of multicast IDs is large, hosts must filter out mulitcast IDs that are not of
interest. We anticipate wide growth in the use of multicast and all implementations should,
therefore, minimize the system load required to filter unwanted multicast IDs.

Broadcast is a special case of multicast; a packet is intended for all hosts. The distinguished host
number consisting of all ones is defined to be the broadcast address. This specialized form of
multicast shoulq be used with discretion, however, since all nodes incur the overhead of processing
such packets.

By generalizing the host number to encompass both physical and logical host numbers, and by
supporting this absolute host number within the Ethernet system (which is inherently broadcast in
nature) we have made it possible to implement multicast efficiently. For example, perfect multicast
filtering can be performed in hardware and/or microcode associated with the Ethernet controller,
Since logical host numbers are permitted in flat internet addresses we also have the capability for
internetwork multicast. This is, however, easier said than done as the multicast ID may span many
networks. Internetwork multicast and reliable multicast are subjects we are currently researching; an
appreciation of the problems can be found in [Dalal78 and Boggs8l].
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5. Names and Addresses

The words "name" and "address” are used in many different ways when describing components of a
computer system. The question that we often get asked is: "is a 48-bit number the name or the
address of a host computer?” In the area of computer-communications we have tried to develop a
usage that is consistent with that found elsewhere, and an excellent expose of the issues may be
found in [Shoch79]. An important result of this paper is that a mode of identification (whether it be
a number or a string of characters) is treated as a name or address depending on the context in
which it is viewed.

From an internetworking point of view, the 48-bit number asigned to a host is its identity, and never
changes. Thus, the identity could be thought of as the "name" (in the very broadest sense) of the
host in the internetwork. According to Shoch’s taxonomy, this identity could also be thought of as a
flat address, as it is recognizable by all elements of the internetwork.

The Ethernet local network is a component of an internet, and was designed to support 48-bit host
numbers. One could view this design decision as "supporting host name recognition directly on the
Ethernet channel" (since broadcast routing is used to deliver a packet). This would be true if a host
was connected to an Ethernet at only one point—a policy decision we made for the Xerox
internetwork architecture. - However, this is not a requirement of the Ethernet design, and it is
possible for a host to be connected to many points on a single Ethernet channel, each one potentially
responding to a different 48-bit number. In this situation the 48-bit number does in fact become an
address in the classical sense as it indicates "where" the host is located on the channel. One of these
48-bit numbers could also be the host’s internet identity; the mapping from internet address to local
network address is now more cumbersome.

6. Market Projections

We have described our reasons for choosing absolute host numbers in internet addresses, and for
using them as station addresses on the Ethernet channel. The host number space should be large
enough to allow the Xerox internet architecture to have a life span well into the twenty-first century.
48 bits allow for 140,737,488 million physical hosts and mulitcast IDs each. We chose this size based
on marketing projections for computers and computer-based products, and to permit easy
management of the host number space.

An estimate of the number of computer systems that will be built in the 1980s varies, but it is quite
“clear that this number will be very large and will continue to increase in the decades that follow.
The U.S. Department of Commerce, Bureau of Census estimates that in 1979 there were 165
manufacturers of general-purpose computers, producing about 635,000 units valued at $6,439,000,000
[USCensus79]. There were also about 992,000 terminals and about 1,925,000 standard typewriters
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built! International Data Corporation estimates that during 1980-1984 there will be about 3.5 million
general purpose mini, small business, and desktop computers built in the United States [IDC30}.
Gnostics Concepts Inc. estimates that during 1980-1988 about 63 million central processing units
(cpus) of different sizes with minimum memory will be built in the United States alone [Gnostics80].

We expect that the production of microcomputer chips will increase in the decades that follow, and
there will be microprocessors in typewriters, cars, telephones, Kitchen appliances, games, etc. While
all these processors will not be in constant communication with one another it is likely that every
now and then they will communicate in a network of processors.  For example, when a car
containing a microprocessor chip needs repairs, it might be plugged into a diagnostics system thereby
putting the car on a communications system. During the time it is hooked into the communication
network it would be very convenient if it behaved like all other computers hooked into the system.

We believe that 32 bits, providing over 2,147,483,648,000 physical host numbers and multicast IDs, is
probably enough. However, when this large space is carved up among the many computer
manufacturers participating in this network architecture, there are bound to be many thousands of
unused numbers. It is for this reason that we increased the size to 48 bits. The next section
discusses the problems of managing this space.

7. Management and Assignment Procedures

In order that an absolute host numbering scheme work, management policies are needed for the
distribution and assignment of both physical and logical host numbers. The major requirement is to
generate host numbers in such a way that the probability of the same number being assigned
elsewhere is less than the probability that the hardware used to store the number will fail in an
undetected manner. There are two ways to manage the host number space:

1) Partition the host number space into blocks and assign blocks to manufacturers or users
on demand. The assignment of numbers within a block to machines is the responsibility
of each manufacturer or user.

2) Formulate an appropriate algorithm for generating host numbers in a decentralized
manner. For example, use a random number generator that reduces the probability of
address collisions to a very small acceptable value.

Both options require the existence of an administrative procedure, and perhaps an agency supported
by the user community which will have the overall reponsibility of ensuring the uniqueness of host
number assignments.

The second option has a great deal of academic appeal, but nevertheless requires an administrative
agency that must control the way the random number generator is used to ensure that users do not
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initialize it with the same seed. One way to accomplish this is to assign unique seeds. This is not
very different from assigning unique blocks of numbers! Another way is to provide a thermal noise
device on the host to generate a seed or the random host number itself. From a technical standpoint
this solution is superior to using software-implemented random number generators, but
administrative procedures are still necessary. An agency must certify the "correctness" of the
component, ie., it must guarantee that the component is drawing its numbers from a uniform
distribution.  In addition to these technical issues, the problem of controlling the assignment of
multicast IDs does not lend itself to a random number assignment procedure.

The first option was selected because of its simplicity and ease of administration and control. Xerox
Corporataion will manage the assignment of blocks to manufacturers. An in-house database system
is being used to assign numbers and produce summaries and reports. This is very similar to the way
uniform product codes are assigned [UPC78]. The 48-bit host number space is partitioned into
8,388,608 (223) blocks, each containing 16,777,216 (224) physical and 16,777,216 (224) logical host
numbers. The partitioning is strictly syntatctic, that is, the "block number" has no semantics, and
does not identify a manufacturer,

The owner of a block of host numbers should use all of them before requesting another block. That
is, the host numbers within a block should be used "densely”, and should not encode the part
number, batch number, etc. Mechanisms by which physical host numbers within a block are
assigned to machines is manufacturer dependent. Typically, a large-volume manufacturer would
make PROMs containing the host number, and then perform quality control tests to ensure that there
weren’t any duplicates.

Multicast ID assignment is a higher-level, system-wide function, and is a subject we are investigating.

With either assignment option it is possible that two machines inadvertantly received the same host
number.  Suitable techniques for discovering such anomalies will have to be developed by
installations, as part of their network management strategy.

The continued advances in LSI development will make it possible to manufacture an inexpensive
"Ethernet chip." Even though host numbers are associated with the host and not a particular
network interface, it might be useful to have a unique host number built into each chip and allow
the host to read it. The host can then choose whether or not to return this number to the chip as its
host number; a host connected to many Ethernet systems can read a unique number from one of the
chips and set the physical host number filter to this value in all of them.

The 48-bit host number is represented as a sequence of six 8-bit bytes A, B, C, D, E, F. The bytes
are transmitted on the Ethernet channel in the order A, B, C, D, E, F with the least significant bit of
each byte transmitted first. The least significant bit of byte A is the mulricast bit, identifying
whether the 48-bit number is a physical or logical host number. Figure 2 illustrates how the bytes
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of a 48-bit host number are laid out in an Ethernet packet.

Although the destination address in an internct or intranet packet may specify either a physical host
number or a multicast 1D, the source address in a packet is generally the physical host number of the
host which sent the packet. Knowing the source address is important for error control, diagnostic
tests, and maintenance. A host which receives a multicast packet is also free to use that same
multicast ID (the destination) in order to transmit an answer “back” to the multicast group.

8. Summary and Conclusions

We believe that all hosts should have a unique physical host number independent of the type or
number of networks to which they are physically connected. With the continuing decline in the cost
of computing and communications, we expect that internetworks will be very large. Many of the
problems in managing the internetwork can be simplified by directly supporting the large absolute
host number in the constituent networks, such as the Ethernet. Thus, addresses in the Ethernet
system seem to be very generous, well beyond the number of hosts that might be connected to one
local network.

The architecture of the Xerox internetwork communication system has been designed to have a life
span well into the twenty-first century. We expect that it will receive wide acceptance as a style of
internetworking, and therefore chose the host number to be 48 bits long. As a policy decision our
internetwork architecture legislates that a host (mulitiply) connected to one or more Ethernet local
networks has the same physical host number on each one.

In summary, absolute host numbers have the following properties:

o they permit hosts to be added to, or removed from networks in the internetwork with
minimum adminstrative overhead.

o they permit mapping internet addresses to network addresses during encapsulation without
translation.

o they permit the separation of routing from addressing, which is especially useful in
internetworks with multihomed or mobile hosts.

o they provide the basis for unique identification of files, programs and other objects on
stand-alone and networked hosts.

o they support multicast, or the delivery of data to a group of recepients rather than only
to a single physical host.

Although a host has the same number for use by operating system software, both within the
internetwork and on an Ethernet system, none of the principles of layered protocol design have been
violated. Things have simply been conveniently arranged to be optimal in the most common
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configurations,

We encourage designers of other local computer networks and distributed systems to use absolute
host numbers from our 48-bit address space.
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Figure 1. The Xerox Pup-based Experimental Internetwork in the Bay Area
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Figure 2. Ethernet Packet and Host Number Format





