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7.1 General Terminolog)"

In discussing packet protocols" we 'use the following generally. useful terminology. A packet is

said to have a source and a destination. A flow of data is said to have a sender and a receiver,

recognizing that to support a flow of data some p~ckets (typically acknowledgments) will be sourced

at the receiver and destined for the sender. A connection is said to have a listener and an initiator

and a service is said to have a server and a user. It is very useful to treat these as orthogonal

descriptors of the participants in a communication. Of course, a server is usually a listener and the

source of data-bearing packets is usually the sender.

7.2 EFTP

The first 16 bits of all Ethernet packets contain its interface-interpretable destination and source

station addresses, a byte each, in that order (see Figure 2). By software convention, the second '16

bits of all Ethernet packets cOl1tain_ the packet type.' Different protocols use disjoint sets of packet

types. The EFfP uses 5 packet types: data, ack, abort, end, and endreply. Following the 16-bit type

word of an EFfP packet are 16 bits of sequence number, 16 bits of length, optionally some 16-bit

data words, and finally a 16-bit software checksum word (see Figure 4). The Ethernet's hardware

checksum is present only on the Ether and is not counted at this level of protocol.

Destination Source

Packet Type

Sequence Number

Length (in words)

~
~ Data (words)

~
h

. Software Checksum

Data
Packets
Only

1-·-(.-.......----- 16 bits -------1_....1

Fig. 4. EFfP packet layout.
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It· should be obvious that little care has been taken to cram certain fields into just the right

number of bits. The ., emphasis here is on simplicity and ease of programming. ' Despite th'is

disclaimer, we do feel that it is more advisable to err on the side of spacious fields; try as you may,

one field or another will always turn out to be too small.

The software checksum word is used to lower the probability of an undetected error. It serves

not only as a backup for the experimental Ethemefs serial hardware 16-bit cyclic redundancy

checksum (in Figure 2), but also for protection against failures in parallel data paths within stations

which are not checked by the CRee The checksum used by the EFfP is a 1's complement add and

cycle over the entire packet, including header and content data. The checksum can be ignored at

the user's peril at either end; the sender may put all l's (an impossible value) into the checksum

word to indicate to the receiver that no checksum was computed.

7.2.1 Data Transfer. The 16-bit words of a file are carried from sending station to receiving station

in data packets consecutively numbered from O. Each .data packet is retransmitted periodically by

the sender until an ack packet with a matching sequence number is returned from the receiver. The

receiver ignores all damaged packets, packets from a station other than the sender, and packets

whose sequence number does not match either the expected one or the one preceding. When a

packet has the expected sequence numbe.r, the packet is acked, its data is accepted as part of the

file, and the sequence number is incremented. When a packet arrives with a sequence number one

less than that. expected, it is .acknowledged and discarded; the presumption is that its ack was lost

and needs retransmission (Metcalfe, 1973b).

7.2.2 End. When all the data has been transmitted, an end packet is sent with the next consecutive

sequence number and then the sender waits for a matching endreply. Having accepted an end

packet in sequence, the data receiver responds with a matching endreply and then dallys for some

reasonably long period of time (10 seconds). Upon getting the endreply, the sending station

transmits an echoing endreply and is free to go off with the assurance that the file has been

transferred successfully. The dallying receiver then gets the echoed endreply and it too goes off

assured.

The comparatively complex end-dally sequence is intended to make it practically certain that

the sender and receiver ofa file will agree on whether the file has been transmitted correctly. If the

end packet is lost, the data sender simply retransmits it as it would any packet with an overdue

acknowledgement. If the endreply from the data receiver is lost, the data sender will time out in

the same way and retransmit the end packet which will in tum be acknowledged by the dallying

receiver. If the echoed endreply is lost, the dallying receiver will be inconvenienced having to wait

for it, but when it has timed out, the receiver can nevertheless be assured of suc-cessful transfer of

the file because the end packet has bee-n received.

.At any time during all of this, either side is free to decide communication has failed and just

give up; it is considered polite to send an abort packet to end the communication promptly In the
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event -of: '. say, a user-initiated abort or a file system error.

7.23 "EFTP Shortcomings. The EFfP has been very useful, but its shortcomings are many_ First,

the protocol provides only for file ·transfer from station to station in a single network and

specifically not from process· to process within stations either on the .same network or through a

gateway. Seconq, process rendezvous is degenerate in that there are no mechanisms for finding

processes by name or. for convenient handling of multiple users by a single server. Third, there is

no real flow control. If data arrives at a receiver unable to accept it into its buffers, the data can

simply be thrown away with complete assurance that it will be retransmitted eventually. There is no

\yay for a receiver to quench the flow of such wasted transmissions or to expedite retransmission~

Fourth, data is transmitted in integral numbers of 16-bit words belonging to unnamed files and thus

the EFfP is either terribly restrictive or demands some nested file transfer formats internal to its data

words. And fifth, functional generality is lost because the receiver is also the listener and server.

8. Conclusion

Our experience with an operating Ethernet leads us to conclude that our emphasis on

distributed control was well placed. By keeping the shared components of the communication

system to a minimum and passive, we have achieved a very high level of reliability. Installation,and

maintenance of our experimental Ethernet has been more than satisfactory. The flexibility of

station interconnection provided by' broadcast packet switching has encouraged the development of

numerous computer networking and multiprocessing applications.
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