






















sion takes place the objective is to obtain delay periods
that will reschedule each station at times quantized in
steps at least as large as a collision interval. This time
quantization is called the retransmission slot time. To
guarantee quick use of the channel, this slot time should
be short; yet to avoid collisions it should be larger than a
collision interval. Therefore, the slot time is usually set to
be a little longer than the round-trip time of the channel.
The real-time delay is the product of some retransmission
delay (a positive integer) and the retransmission slot time.

Collisions on the channel can produce
collision fragments, which can be eliminated

with a fragment filter in the controller.

To minimize the probability of repeated collisions,
each retransmission delay is selected as a random number
from a particular retransmission interval between zero
and some upper limit. In order to control the channel and
keep it stable under high load, the interval is doubled with
each successive collision, thus extending the range of
possible retransmission delays. This algorithm has very
short retransmission delays at the beginning but will back
off quickly, preventing the channel from becoming over­
loaded. After some number ofback-offs, the retransmis­
sion interval becomes large. To avoid undue delays and
slow response to improved channel characteristics, the
doubling can be stopped at some point, with additional
retransmissions still being drawn from this interval,
before the transmission is finally aborted. This is referred
to as truncated binary exponential back-off

The truncated binary exponential back-off algorithm
approximates the ideal algorithm where the probability of
transmission of a packet is lIQ, with Q representing the
number of stations attempting to transmit. 23 The retrans­
mission interval is truncated when Q becomes equal to the
maximum number of stations.

In the Experimental Ethernet, the very first transmis­
sion attempt proceeds with no delay (i.e., the retransmis­
sion interval is [0-0)). The retransmission interval is
doubled after each ofthe first eight transmission attempts.
Thus, the retransmission delays should be uniformly
distributed between 0 and 2min(retransmission attempt, 8) - 1.
After the first transmission attempt, the next eight inter­
vals will be [0-1], [0-3], [0-7], [0-15], [0-31], [0-63],
[0-127], and [0-255]. The retransmission interval remains
at [0-255] on any subsequent attempt, as the maximum
number of stations is 256. The Ethernet Specification has
the same algorithm with ten intervals, since the network
permits up to 1024 stations; the maximum interval is
therefore [0-1023]. The back-off algorithm restarts with a
zero retransmission interval for the transmission of every
new packet.

This particular algorithm was chosen because it has the
proper basic behavior and because it allows a very simple
implementation. The algorithm is now supported by em­
pirical data verifying the stability of the system under
heavy load. 12,13 Additional attempts to explore more
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sophisticated algorithms resulted in negligible perfor­
mance improvement.

Receiver. The receiver section of the controller is ac­
tivated when the carrier appears on the channel. The re­
ceiver processes the incoming bit stream in the following
manner:

The remaining preamble is first removed. If the bit
stream ends before the preamble completes, it is assumed
to be the result of a short collision, and the receiver is
restarted.

The receiver next determines whether the packet is ad­
dressed to it. The controller will accept a packet in any of
the following circumstances:

(1) The destination address matches the specific ad­
dress of the station.

(2) The destination address has the distinguished
broadcast destination.

(3) The destination address is a multicast group of
which the station is a member.

(4) The station has set the controller in promiscuous
mode and receives all packets.

Some controller designs might choose to receive the en­
tire packet before invoking the address recognition pro­
cedure. This is feasible but consumes both memory and
processing resources in the controller. More typically, ad­
dress recognition takes place at a fairly low level in the
controller, and if the packet is not to be accepted the con­
troller can ignore the rest of it.

Assuming that the address is recognized, the receiver
now accepts the entire packet. Before the packet is actual­
ly delivered to the station, the CRC is verified and other
consistency checks are performed. For example, the packet
should end on an appropriate byte or word boundary and
be of appropriate minimum length; a minimum packet
would have to include at least a destination and source ad­
dress, a packet type, and a CRe. Collisions on the chan­
nel, however, can produce short, damaged packets called
collision fragments. It is generally unnecessary to report
these errors to the station, since they can be eliminated
with a fragment filter in the controller. It is important,
however, for the receiver to be restarted promptly after a
collision fragment is received, since the sender of the
packet may be about to retransmit.

Packet length. One important goal of the Ethernet is
data transparency. In principle, this means that the data
field of a packet can contain any bit pattern and be of any
length, from zero to arbitrarily large. In practice, while it
is easy to allow any bit pattern to appear in the data field,
there are some practical considerations that suggest im­
posing upper and lower bounds on its length.

At one extreme, an empty packet (one with a zero­
length data field) would consist of just a preamble, source
and destination addresses, a type field, and a CRC. The
Experimental Ethernet permitted empty packets. How­
ever, in some situations it is desirable to enforce a
minimum overall packet size by mandating a minimum­
length data field, as in the Ethernet Specification. Higher
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level protocols wishing to transmit shorter packets must
then pad out the data field to reach the minimum.

At the other extreme, one could imagine sending many
thousands or even millions of bytes in a single packet.
There are, however, several factors that tend to limit
packet size, including (1) the desire to limit the size of the
buffers in the station for sending and receiving packets,
(2) similar considerations concerning the packet buffers
that are sometimes built into the Ethernet controller
itself, and (3) the need to avoid tying up the channel and
increasing average channel latency for other stations.
Buffer management tends to be the dominant considera­
tion. The maximum requirement for buffers in the station
is usually a parameter of higher level software determined
by the overall network architecture; it is typically on the
order of 500 to 2000 bytes. The size of any packet buffers
in the controller, on the other hand, is usually a design
parameter of the controller hardware and thus represents
a more rigid limitation. To insure compatibility among
buffered controllers, the Ethernet Specification man­
dates a maximum packet length of 1526 bytes (1500 data
bytes plus overhead).

Note that the upper and lower bounds on packet length
are of more than passing interest, since observed distribu­
tions are typically quite bimodal. Packets tend to be either
very short (control packets or packets carrying a small
amount of data) or maximum length (usually some form
of bulk data transfer). 12,13

The efficiency of an Ethernet system is largely depen­
dent on the size of the packets being sent and can be very
high when large packets are used. Measurements have
shown total utilization as high as 98 percent. A small
quantum of channel capacity is lost whenever there is a
collision, but the carrier sense and collision detection
mechanisms combine to minimize this loss. Carrier sense
reduces the likelihood of a collision, since the acquisition
effect renders a given transmission immune to collisions
once it has continued for longer than a collision interval.
Collision detection limits the duration of a collision to a
single collision interval. If packets are long compared
with the collision interval, then the network is vulnerable
to collisions only a small fraction of the time and total
utilization will remain high. If the average packet size is
reduced, however, both carrier sense and collision detec­
tion become less effective. Ultimately, as the packet size
approaches the collision interval, system performance de­
grades to that of a straight CSMA channel without colli­
sion detection. This condition only occurs under a heavy
load consisting predominantly ofvery small packets; with a
typical mix of applications this is not a practical problem.

If the packet size is reduced still further until it is less
than the collision interval, some new problems appear. Of
course, if an empty packet is already longer than the colli­
sion interval, as in the Experimental Ethernet, this case
cannot arise. As the channel length and/or the data rate
are increased, however, the length (in bits) ofthe collision
interval also increases. When it becomes larger than an
empty packet, one must decide whether stations are al­
lowed to send tiny packets that are smaller than the colli­
sion interval. If so, two more problems arise, one affec­
ting the transmitter and one the receiver.

The transmitter's problem is that it can complete the
entire transmission of a tiny packet before network ac­
quisition has occurred. If the packet subsequently ex­
periences a collision farther down the channel, it is too
late for the transmitter to detect the collision and prompt­
ly schedule a retransmission. In this situation, the prob­
ability of a collision has not increased, nor has any addi­
tional channel capacity been sacrificed; the problem is
simply that the transmitter will occasionally fail to
recognize and handle a collision. To deal with such fail­
ures, the sender of tiny packets must rely on retransmis­
sions invoked by a higher level protocol and thus suffer
reduced throughput and increased delay. This occasional
performance reduction is generally not a serious problem,
however. Note that only the sender of tiny packets en­
counters this behavior; there is no unusual impact on
other stations sending larger packets.

While occasional collisions should be viewed
as a normal part of the CSMA/CD access

procedure, line errors should not. One would
therefore like to accumulate information

about the two classes of events separately.

The receiver's problem with tiny packets concerns its
ability to recognize collision fragments by their small size
and discard them. If the receiver can assume that packets
smaller than the collision interval are collision fragments,
it can use this to implement a simple and inexpensive frag­
ment filter. It is important for the receiver to discard colli­
sion fragments, both to reduce the processing load at the
station and to ensure that it is ready to receive the impend­
ing retransmission from the transmitter involved in the
collision. The fragment filter approach is automatically
valid in a network in which there are no tiny packets, such
as the Experimental Ethernet. If tiny packets can occur,
however, the receiver cannot reliably distinguish them
from collision fragments purely on the basis of size. This
means that at least the longer collision fragments must be
rejected on the basis of some other error detection
mechanism such as the CRC check or a byte or word align­
ment check. One disadvantage of this approach is that it
increases the load on the CRC mechanism, which, while
strong, is not infallible. Another problem is that the CRC
error condition will now be indicating two kinds offaults:
long collisions and genuine line errors. While occasional
collisions should be viewed as a normal part of the
CSMA/CD access procedure, line errors should not. One
would therefore like to accumulate information about the
two classes of events separately.

The problems caused by tiny packets are not insur­
mountable, but they do increase the attractiveness of
simply legislating the problem out of existence by forbid­
ding the sending of packets smaller than the collision in­
terval. Thus, in a network whose collision interval is
longer than an empty packet, the alternatives are

(1) Allow tinypackets. In this case, the transmitter will
sometimes fail to detect collisions, requiring retransmis-
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sion at a higher level and impacting perforrr1ance. The re­
ceiver can use a partial fragment filter to disqard collision
fragments shorter than an empty packet, but longer colfi­
sion fragments will make it through this filter and must be
rejected on the basis of other error checks, such as the
CRC check, with the resultant jumbling iof the error
statistics.

(2) Forbid tiny packets. In this case, the transmitter
can always detect a collision and perform prompt retrans­
mission. The receiver can use a fragment filter to auto­
matically discard all packets shorter than the collision in­
terval. The disadvantage is the imposition of a minimum
packet size.

Unlike the Experimental Ethernet, the Ethernet Speci­
fication defines a collision interval longer than an empty
packet and must therefore choose between these alterna­
tives. The choice is to forbid tiny packets by requiring a
minimum data field size of 46 bytes. Since vie expect that
Ethernet packets will typically contain internetwork packet
headers and other overhead, this is not viewed as a signifi­
cant disadvantage.

Controller·to·station interface design

The properties of the controller-to-station interface
can dramatically affect the reliability and efficiency of
systems based on Ethernet.

Turning the controller on and off. A well-designed con­
troller must be able to (1) keep the receiver on in order to
catch back-to-back packets (those separated by some
minimum packet spacing), and (2) receive packets a sta­
tion transmits to itself. We will now look in detail at these
requirements and the techniques for satisfying them.

Keeping the receiver on. The most frequent cause of a
lost packet has nothing to do with collision or bad CRCs.
Packets are usually missed simply because the receiver
was not listening. The Ethernet is an asynchronous device
that can present a packet at any time, and it is important
that higher level software keep the receiver enabled.

The problem is even more subtle, however, for even
when operating normally there can be periods during
which the receiver is not listening. There may, for in­
stance, be turnaround times between certain operations
when the receiver is left turned off. For example, a
receive-to-receive turnaround takes place after one
packet is received and before the receiver is again enabled.
If the design of the interface, controller, or station soft­
ware keeps the receiver off for too long, arriving packets
can be lost during this turnaround. This occurs most fre­
quently in servers on a network, which may be receiving
packets from several sources in rapid succession. Ifback­
to-back packets come down the wire, the second one will
be lost in the receive-to-receive turnaround time. The
same problem can occur within a normal workstation, for
example, if a desired packet immediately follows a broad­
cast packet; the workstation gets the broadcast but misses
the packet specifically addressed to it. Higher level pro­
tocol software will presumably recover from these situa­
tions, but the performance penalty may be severe.
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Similarly, there may be a transmit-to-receive turn­
around time when the receiver is deaf. This is determined
by how long it takes to enable the receiver after sending a
packet. If, for example, a workstation with a slow trans­
mit-to-receive turnaround sends a packet to a well-tuned
server, the answer may come back before the receiver is
enabled again. No amount of retransmission by higher
levels will ever solve this problem!

It is important to minimize the length of any turn­
around times when the receiver might be off. There can
also be receive-to-transmit and transmit-to-transmit turn­
around times, but their impact on performance is not as
critical.

Sending to itself. A good diagnostic tool for a network
interface is the ability of a station to send packets to itself.
While an internal loop-back in the controller provides a
partial test, actual transmission and simultaneous recep­
tion provide more complete verification.

The Ethernet channel is, in some sense, half duplex:
there is normally only one station transmitting at a time.
There is a temptation, therefore, to also make the con­
troller half duplex-that is, unable to send and receive at
the same time. If possible, however, the design of the in­
terface, controller, and station software should allow a
station to send packets to itself.

Recommendations. The Ethernet Specification in­
cludes one specific requirement that helps to solve the first
of these problems: There must be a minimal interpacket
spacing on the cable of 9.6 microseconds. This require­
ment applies to a transmitter getting ready to send a
packet and does not necessarily mean that all receivers
conforming to the Specification must receive two adja­
cent packets. This requirement at least makes it possible
to build a controller that can receive adjacent packets on
the cable.

Satisfying the two requirements described earlier in­
volves the use of two related features in the design of a
controller: full-duplex interfaces and back-to-back
receivers. A full-duplex interface allows the receiver and
the transmitter to be started independently. A back-to­
back receiver has facilities to automatically restart the
receiver upon completion of a reception. Limited back­
to-back reception can be done with two buffers; the first
catches a packet and then the second catches the next
without requiring the receiver to wait. Generalized back­
to-back reception can be accomplished by using chained
I/O commands; the receiveris driven by a list offree input
buffers, taking one when needed. These two notions can
be combined to build any of the following four interfaces:
(1) half-duplex interface, (2) full-duplex interface, (3)
half-duplex interface with back-to-back receive, and (4)
full-duplex interface with back-to-back receive.

The Experimental Ethernet controller for the Alto is
half duplex, runs only in a transmit or receive mode, and
must be explicitly started in each mode. The need to ex­
plicitly start the receiver (there is no automatic hardware
turnaround) means that there may be lengthy turnaround
times in which packets may be missed. This approach
allows sharing certain components, like the CRC func­
tion and the FIFO.
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Experimental Ethernet controllers built for the PDP-II
and the Nova are full-duplex interfaces. The transmit-to­
receive turnaround has been minimized, but there is no
provision for back-to-back packets.

The Ethernet controller for the Xerox 8000 processor is
a half-duplex interface with back-to-back receive. Al­
though it cannot send to itself, the transmit-to-receive
turnaround delay has been avoided by having the hard­
ware automatically revert to the receive state when a
transmission is completed.

The Experimental Ethernet and Ethernet Specification
controllers for the Dolphin are full-duplex interfaces with
back-to-back receivers. They are the ultimate in interface
organization.

Our experience shows that anyone of the four alter­
natives will work. However, we strongly recommend that
all interface and controller designs support full-duplex
operation and provide for reception of back-to-back
packets (chained I/O).

The controller-to-station interface
defines the manner in which data

received from the cable is stored in memory
and, conversely, how data stored in memory

is transmitted on the cable.

Buffering. Depending upon the particular data rate of
the channel and the characteristics of the station, the con­
troller may have to provide suitable buffering of packets.
If the station can keep up with the data rate of the chan­
nel, only a small FIFO may be needed to deal with station
latency. If the station cannot sustain the channel data
rate, it may be necessary to include a full-packet buffer as
part of the controller. For this reason, full compatibility
across different stations necessitates the specification of a
maximum packet length.

If a single-packet buffer is provided in the controller (a
buffer that has no marker mechanism to distinguish
boundaries between packets), it will generally be impossi­
ble to catch back-to-back packets, and in such cases it is
preferable to have at least two input buffers.

Packets in memory. The controller-to-station interface
defines the manner in which data received from the cable
is stored in memory and, conversely, how data stored in
memory is transmitted on the cable. There are many ways
in which this parallel-to-serial transformation can be
defined.24 The Ethernet Specification defines a packet on
the cable to be a sequence of eight-bit bytes, with the least
significant bit of each byte transmitted first. Higher level
protocols will in most cases, however, define data types
that are multiples of eight bits. The parallel-to-serial
transformations will be influenced by the programming
conventions of the station and by the higher level pro­
tocols. Stations with different parallel-to-serial transfor­
mations that use the same higher level protocol must
make sure that all data types are viewed consistently.

Type field. An Ethernet packet can encapsulate many
kinds of client-defined packets. Thus, the packet format
includes only a data field, two addresses, and a type field.
The type field identifies the special client-level protocol
that will interpret the data encapsulated within the
packet. The type field is never processed by the Ethernet
system itself but can be thought of as an escape, providing
a consistent way to specify the interpretationpf the rest of
the packet.

Low-level system services such as diagnostics, boot­
strap, loading, or specialized network management func­
tions can take advantage of the identification provided by
this field. In fact, it is possible to use the type field to iden­
tify all the different packets in a protocol architecture. In
general, however, we recommend that the Ethernet
packet encapsulate higher level internetwork packets. In­
ternetwork router stations might concurrently support a
number of different internetwork protocols, and the use
of the type field allows the internetwork router to encap­
sulate different kinds of internetwork packets for a local
network transmission. 25 The use of a type field in the
Ethernet packet is an instance ofa principle we apply to all
layers in a protocol architecture. A type field is used at
each level of the hierarchy to identify the protocol used at
the next higher level; it is the bridge between adjacent
levels. This results in an architecture that defines a layered
tree of protocols.

The Experimental Ethernet design uses a 16-bit type
field. This has proved to be a very useful feature and has
been carried over into the Ethernet Specification.

Summary and conclusions

We have highlighted a number of important considera­
tions that affect the design of an Ethernet local computer
network and have traced the evolution of the system from
a research prototype to a multicompany standard by
discussing strategies and trade-offs between alternative
implementations.

The Ethernet is intended primarily for use in such areas
as office automation, distributed data processing, ter­
minal access, and other situations requiring economical
connection to a local communication medium carrying
bursts of traffic at high peak data rates. Experience with
the Experimental Ethernet in building distributed systems
that support electronic mail, distributed filing, calendar
systems, and other applications has confirmed many of
our design goals and decisions. 26-29

Questions sometimes arise concerning the ways in
which the Ethernet design addresses (or chooses not to ad­
dress) the following considerations: reliability, address­
ing, priority, encryption, and compatibility. It is impor­
tant to note that some functions are better left out of the
Ethernet itself for implementation at higher levels in the
architecture.

All systems should be reliable, and network-based
systems are no exception. We believe that reliability must
be addessed at each level in the protocol hierarchy; each
level should provide only what it can guarantee at a
reasonable price. Our model for internetworking is one in
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which reliability and sequencing are p~rformedusing end­
to-end transport protocols. Thus, the Ethernet provides a
"best effort" datagram service. The Ethernet has been
designed to have very good error characteristics, and,
without promising to deliver all pacKets, it will deliver a
very large percentage of offered packets without error. It
includes error detection procedures but provides no error
correction.

We expect internetworks to be very large. Many of the
problems in managing them can be simplified by using ab­
solute station addresses that are direcJly supported within
the local network. Thus, address fi~lds in the Ethernet
Specification seem to be very generous-well beyond the
number of stations that might connect to one local net­
work but meant to efficiently support large internetwork
systems.

Our experience indicates that for practically all applica­
tions falling into the category "loosely coupled
distributed system," the average utilization of the com­
munications networj{ is low. The Ethernet has been
designed to have excess bandwidth, not all of which must
be utilized. Systems should be engineered to run with a
sustained load of no more than 50 percent. As a conse­
quence, the network will generally provide high
throughput of data with low delay, and there are no
priority levels associated with particular packets.
Designers of individual devices, network servers, and
higher level protocols are free to develop priority schemes
for accessing particular resources.

Protection, security, and access control are all system­
wide functions that require a comprehensive strategy.
The Ethernet system itself is not designed to provide en­
cryption or other mechanisms for security, since these
techniques by themselves do not provide the kind of pro­
tection most users require. Security in the form of encryp­
tion, where required, is the responsibility of the end-user
processes.

Higher level protocols raise their own issues of com­
patibility over and above those addres~edby the Ethernet
and other link-level facilities. While the compatibility
provided by the Ethernet does not guarantee solutions to
higher level compatibility problems, it ~oes provide a con­
text within which such problems call be addressed by
avoiding low-level incompatibilities that would make
direct communication impossible. We expect to see stan­
dards for higher level protocols emerge during the next
few years.

Within an overall distributed systems architecture, the
two generations of Ethernet systems have proven to be
very effective local computer networks.•
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